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1: Basic overview

Prevent unwanted access to your Brother print devices by restricting who is able to print to
them by simply blocking their IP (Internet Protocol) addresses.

IP addresses are used in most network environments as a way of identifying network
equipment, such as printers, PC’s and laptops. They also enable network equipment to
communicate with each other. Chances are, if you are using a networked computer right now,
it will more than likely have an IP address.

Brother’s IP filter feature allows systems administrators to block or grant exclusive access to

selected IP addresses. This can potentially save money on print costs as well as
unnecessary ware and tare to their Brother equipment.

Disable Protocol -lof7- Copyright 2008 Brother International Europe



2: IP Filter at work

A large university uses over 100 Brother print and multifunction devices within its campuses.

A small percentage of these devices are allocated for staff use only but are connected to the

same network as the devices that the students use.

IP filter enables the universities IT administrator to block the students from being able to print
to these selected devices, thus keeping them for staff use only.

3: How to configure

There are two common ways to configure IP filter.

1. Using the Embedded Web Server (EWS)
2. Using BRAdmin

Please note that these instructions show you how to configure IP filter on an MFC-8870DW

3.1: Configuring IP Filter through the Embedded Web Server

Step 1: Log onto your Brother print device through your web browser

Home Page g = General Setup
m{n Maintenance Tnformation Fax Settings " :
Lists/Reports I-Fax Settings @
MFC-8870DW Find Device Copy Settings L.

@& © Administrator Settings
Network Configuration

13/05/200% 20:46

Automatic
Refresh @

Serial 0. : B61000005 Web Language:
MFC Firmware Version - 1

NIC Firmware Version - 1.05

Memory Size : 32 Mbytes

Page Counter : 1844

Installed Options List

Step 2: Click on ‘Network-Configuration’ from list of options

Home Page wg  General Setup
Maintenance Information Fax Settings

Lists/Reports I-Fax Settings
Find Device Copy Settings

a®| ' Administrator Settings
[Network Configuration|
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Step 3: Click ‘Configure TCP/IP’

Ethernet 10/100BASE-TX

Node Type: NC-6400h
Node Name: BIEMEQ17

Firmware Version: 1.05

Ethernet Address: 00-80-77-90-35-92

[= Configure TCPIP | = Confizure NetBIOS

Step 4: Click ‘Configure IPv4 Filter’
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Step 5: Configure your IP filter (you can specify up to 20 filters)

1. Enable IP filter by placing a
tick in this tick box

2. Enter the administrators IP
address here. This is
required so that their print
jobs are not rejected should
their IP address be within a
specified range of rejected
addresses.

3. Decide if you want your IP
filter to either reject or accept
the addresses you specify

4. Enter your filtered IP
addresses in here. If you
want to stop everybody
whose IP address starts
10.2.2 then you can simply
enter 10.2.2.0. The ‘0’ at the
end represents every IP
address on the 10.2.2
network.

Step 6: When you have completed your IP filter, click the ‘Submit’ button.
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3.2: Configuring IP Filter through BRAdmin Professional 3

Step 1: Find the device you want to configure and double-click it (in this example the device is
a Brother MFC-8870D).

vICES sl FUGET . [ A0l UEYICES VI LOLmn ;| Lers
Model Mame Device Skatus IP Addi

Erather MEC-94200m oifne >=:87 Fax BasStandard 102 6F

Brother MF Wy

Brother M -Sa4qu eIt 1309 Fax Sleep 10,2, 6E
Brother MFC-9420CN 22/05 13:11 Fax Sleep 10,3.66
Brother MFC-7820MN 22105 13:11 Fax Sleep 10,3.6E
Brother MFZ-9420CM 22105 13:14 Fax Sleep 10.3.66

Step 2: Enter the password of your device when requested

iPa;;wurd .1

This print server requires a password, Please enter it
naw,

L OF. ] [ Cancel ]

Step 3: Click on the ‘Network Configuration’ tab

File Edit Tools Help

ISEAN ]
‘ 221052008 13:12 |

Node Hame

P Address

TP Address

Model Name Erother MFC-88700W
Lacation

Caonkack

22/05/2008 1315

Fax Only
Sleep

Brother MFC-8870DW

Printer Setting1| Network Canfiguration ‘I\Ietwork Services || Wirgless Settingsl

ﬂ Item Current Yalue Update Yalue
- [ Network Configuration [ Hode Type MC-6400h (typ...
- []Pratacal Contral | [ Hode Mame BIEMFO04
] TeRiTP Firrnware Version 1.08
- []1Pw4 Filter Ethernet Address 003077303580
- []IPve
- []PoP3{SMTP
[ MetBIOS
- [ Motificationl
- [] Wotificationz
-] Ethernet

CLoap =
O | O —— ]
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Step 4: Click on ‘IPv4 Filter’

Printer Settings | Metwork Configuration | petwork Services | Wireless Settings

ﬂ Item Current Value Update Value

[ Metwark Canfiguration [ 1P Filtering Feature Disable

[JProtacal Contral [ Administrator IP Address  0.0.0.0

[1TCRIIP [ Access Setting Accept the Follo, .. =
IE:I ] 17 Filter Address 1 0.0.0.0
[ 1P Filker Mask. 1 0.0.0.0

[C]PoP3iSMTR [[] 1P Filker Address 2 0.0.0.0

[CIMetBIOS ] 1P Filter Mask 2 0.0.0.0

[IMetificationt ] 1P Filter Address 3 0.0.0.0

[motificationz = | [ 1P Filter Mask 3 0.0.0.0

[JEthernet [ 1P Filker Address 4 0,000

Cwoar 1 1P Filter Mask 4 n.n.n.n

Step 5: Click on ‘IP Filter Feature’ and enable it

Item Current Yalue pdal |Update Yalue
I IP Filtering Feature l Disable Enable o
— IP Filtering Feature

] administrator IP Address  0.0.0.0

[] Access setting accept the following addresses

[] 1P Filker Address 1 0.0.0.0 L]

[1 1P Filker Mask 1 0.0.0.0

[] 1P Filter Address 2 0.0.0.0 ) Disable
[1 1P Filker Mask 2 0.0.0.0

[] 1P Filker Address 3 0.0.0.0

1 1P Filker Mask 3 0.0.0.0

Step 6: Click on ‘Administrator’ and enter the administrators IP address (this is so that any
print jobs sent by the administrator are not rejected should their IP address be within a
specified range of rejected addresses.

Item Current: Yalue Updal Update VYalue

P Fl!tn.srlng Feature Disable Erable fdministrator TP Address
Administratar IP Address | 0.0.0.0 10.2.2

[] access Setting Accept the Following addresses

[[] 1P Filter Address 1 0.0.0.0 L

] 1P Filker Mask 1 0.0.0.0

] 1P Filker Address 2 0.0.0.0

[ 1P Fileer Mask 2 0.0.0,0

[ 1P Filker Address 3 0.0.0.0

] 1P Filker Mask 3 0.0.0.0

[] 1P Filker Address 4 0.0.0.0
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Step 7: Decide if you want your IP filter to either reject or accept the addresses you specify

Ikem Current Value Updal Update value

IP Filkering Feature Disable Enable

fccess Setting
0.0.0.0 10.2.z

Access Setting Accept the Following addresses

[ ] 1P Filter address 1 0.0.0.0 L (®)accept the Following addresses:
[ 1P Filker Mask 1 0.0.0.0

[ 17 Filter Address 2 0.0.0.0 (O Reject the Follawing addresses
[] 1F Filker Mask 2 0.0.0.0

[] 1F Filker Address 3 0.0.0.0

[] 1F Filter Mask 3 0.0.0.0

[T IP Filter Address 4 0.0.0.0

Step 8: Configure your IP filter (you can specify up to 20 filters). If you want to stop
everybody whose IP address starts 10.2.2 then you can simply enter 10.2.2.0. The ‘0’ at the
end represents every IP address on the 10.2.2 network.

Item Current Yalue Updal LIpdate Yalue

IF Filtering Feature Disable Enable

Adminiskrakor IP Address  0.0.0.0 10.2.2 IP Filter Address 1
[v] Access Sething Accenk I:_!jg_fg_l_l_g ing addresses o000

O L

[] 1P Filter Mask 1 0.0.0.0 1P Filker Mask 1
[] 1P Filter Address 2 0.0.0.0 0ooo

1 1P Filter Mask. 2 0.0.0,0

[] 1P Filter Address 3 0.0.0.0

[] 1P Filter Mask 3 0.0.0.0

71 1P Filker Addreszs 4 nnnn

Step 9: When you completed your filter, press the ‘Send Settings’ button. This will enable all
the changes you have just made within BRAdmin.

j Item Current Yalue Updal Update Yalue
P Fl!térlng Feature Disable Enable Access Setting
Administrator IP Address  0,0.0.0 10.2.:
Access Setking Accept the following addresses
[ 1P Fileer address 1 0.0.0.0 d () Accept the following addresses
[ 1P Filer Mask 1 0.0.0.0
[ 1P Filter Address 2 0.0.0.0 () Regect the following addresses
[ 1P Filter Mask. 2 0.0.0.0
[ 1P Filker Address 2 0.0.0.0
[ 1P Fileer Mask. 3 0.0.0.0
[ 1P Filker Address 4 0.0.0.0
[ 1P Fileer Mask. 4 0.0.0.0
[ 1P Filker Address 5 0.0.0.0

Send Settings
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