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1: Basic Overview

Secure Socket Layer (SSL) is an effective method of protecting data which is sent over a local
or wide area network and is now available on Brothers range of colour laser network
machines. It works by encrypting data sent over a network, i.e. a print job, so anyone trying to
capture it will not be able to read it as all the data will be encrypted.

It can be configured on both wired and wireless networks and will work with other forms of
security such as WPA keys and firewalls.

SSL
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2: Brief History of SSL

SSL was originally created to secure web traffic information, in particular data sent between
web browsers and servers. For example, when you use Internet Banking and you see https://
and the little padlock in bottom right hand corner of the web browser, you are using SSL. It
then grew to work with other applications such as telnet, printers and FTP software in order to
become a universal solution for online security. Its original design intentions are still being
used today by many online retailers and banks to secure sensitive data, such as credit card
numbers, customer records etc.

SSL uses extremely high levels of encryption and is trusted by banks all over the world since it
is unlikely that it will be broken. According to VeriSign™, a leading online SSL Certificate
Authority (CA)*, it would take a hacker ‘well over a lifetime’ to hack through a standard SSL
encrypted document.

3: Benefit of using SSL

The sole benefit to using SSL on Brother’s colour laser network machines is to provide secure
printing over an IP network by restricting unauthorised users from being able to read data sent
to the printer. Its key selling point is that it can be used print confidential data securely. For
example, a HR department for a large company may be printing wage slips on a regular basis.
Without encryption, the data contained on these wage slips can be read by other network
users. However, with SSL, anyone trying to capture the data will only see a confusing page of
code and not the actual wage slip.

4: How to use (standard Install)

Printing over a secured network requires a digital certificate to be installed on both the printer
and device which is sending data to the printer, e.g. a computer. In order to configure the
certificate, the user needs to log onto the printer remotely through a web browser using its IP
address and click on ‘network configuration’ then ‘configure certificate’. From here, the user

has two options:
Network Configuration

. B Motification | Service | Ethernet | Port | Certificate
1. To create and install

a self signed certificate

Configure Certificate

2. To use a certificate
from a Ci)rtificate Certificate Status :  None
Authority™ (CA)

Create Self-Signed Certificate

Create CSR.
Install Certificate

Tnpeort Certificate and Private Eey

Export Certificate and Private Key

Wiew Certificate

L CAis an external body who attests to the credentials on a digital certificate.
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4.1. Creating a self signed certificate

After clicking on ‘Create Self-Signed Certificate’, you will need to enter a hostname name or IP
address, followed by an expiry date (this is usually filled in) and click on ‘Submit’. The
machine will then write this information into a certificate.

Network Configuration

HI H o tification | Service | Ethernet [Port | Certificate

Create Self-Signed Certificate

Common Name |EIRNBAB?EC
{Input FQDM or IP address, Host name)

Valid Date [14  gloz  glentz 235859 UTC

(DD / MM/ YYYT)

Letze | Submit | Cregte Self-Signed Certificate

Writing Data to the machine

After a few moments, you will be asked how secure you want the SSL connection to be by
disabling certain functions.

Brother recommends disabling the Telnet, FTP, TFTP protocols and the network management
with older versions of BRAdmin (2.8 or less) for secure communication. If you enable them,
user authentication is not secure.

EBw using the configuration that yvou specified, this printer i1z enabled in
secure communication mode. Changing the configuration of the
tollowing functions 15 recommended for secure communication. Please
confirm the items wou want to change, and click the "OE' button.
Checl: the box on the left of the function you would lice to dizable and
click the "OE" button. (See Metworl Tser's Guide)

¥ Disable Telnet

¥ Disable FTF

¥ Disahle TFTF

¥ Disable network management with older wersions of BE A dmim

[ ac
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4.2. Creating a Certificate Signing Request (CSR)

A CSR is a request sent to a CA in order to authenticate the credentials contained within the
certificate.

After clicking on ‘Create CSR’ you will need to input your company details then click ‘next’.
Your company details are required so that a CA can confirm your identity and attest to the
outside world.

Network Configuration

Create CSR @

Common Name |E|RN BARTEC (Required)
{Input FODN or IP address, Host name)

Organization |Br0ther International Europe

Organization Unit |

City/Locality IAuden shaw

State/Province [Manchestar

CouniyRegion  [G8 (B2 US'for USH) Create Self-Signed Certificate

Cancel | Submit | e—

Wiiting Data to the machine

After a few moments, you will be presented with the certificate, which can be saved into a
small file or copied and pasted directly into an online CSR form offered by a Certificate
Authority. Examples of Certificate Authorities include VeriSign™ and Thawte™. Brother
recommends you follow your CA policy regarding the method to send a CSR to your CA.

CSR

HITEsTCCAROCAQAwe TESMEAGALIUE AT Q1 JOOEE4NOVDHS Uy Iy ¥ DV QOKE x x Coma0
aGWyIE ludGyhmF 0alSu¥TugREVyh3B1MRIwE AYDVOOHEw 1 BdVR 1hno TEcxEz LR
BgMVEBLyTCk1hbrloZENO0EEIXCz AJBgVEAYTARACHIGENAOGCSgGE Th3DOQEBLOTIL
A4GNADCEiIQEEgQDeP4GLl/ quogeyivWilgRkpPEec3cDUmenb W/ /3 LoV av LxS0M
ETRF+GTINudGTSlifryrd/ oncwiPpHQ/ EASr LEcmCERfArFPLN 3 2dp Th4BRUS g9
cgiACTIet G/ gdreHOjvgEH/ DqVis36iNCayswOQe EDEHISSJEV ZHZGEEQIDAQLE
ORAWDOT IR0 ZThveNAQEFBQADGYE AD3 UL b 432652 5 69PCEs Ly 7LMnkE T2 QnGx
133/ JEBWA+GYTyOF YBIMOS3 T2 23 ShExgend ce emTV1EK2 +9 TS as fm-+OIMOEK T Gl
RZ1LViZ+cXMgMEneXiD/ UpNdlaBEGELuoks LocKZJod3gCpl14WE4CD,/ Kb ¥ UgJ9ge
PYVHITY=

Feturn | Savel
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When you receive the certificate from a CA, follow the steps below to install it into the print
server (Only a certificate issued with this printer's CSR can be installed).

Click Install Certificate on the configure certificate page.

Network Configuration

ertaflicate Status :  Hane

Creabe Self-5i Certificate

Create CER

I In=tall Certificate I

Impaort Certificate and Private Fey

Specify the file of the certificate that has been issued by a CA then click Submit.
Now the certificate has been created successfully, check the box on the left of each function
you want to disable and then click OK.

Brother recommends disabling the Telnet, FTP, TFTP protocols and the network management
with older versions of BRAdmin (2.8 or less) for secure communication. If you enable them,
user authentication is not secure.

By using the configuration that you specified, this printer is enabled in
secure commumncation mode. Changing the configuration of the
follownng functions 15 recommended for secure commumication. Please
confirm the ttems you want to change, and chck the "K' button.
Check the box on the left of the function you would like to disable and
click the "COE" button. (See MNetwork Tzer's Guide )

W Dizable Telnet

¥ Disable FTF

W Disable TETF

¥ Dizable network management with older versions of BEAdmin

o |

Restart the printer to activate the configuration.
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4.3 Installing the certificate onto Windows Vista™

Firstly, log on your computer with Administrator rights. Click ‘Start’ and ‘All Programs’. Then,
right click ‘Internet Explorer’, and then click ‘Run as administrator’.

g Default Programs
& Internet Explarer

Windaws Cal| Open
Windaws Car & Run as administrator
EE windows Def Open file location

[B windaws DvI
RED Windows Faxé
4 Windows Liuei

Pin to Start Menu
Add to Quick Launch

(gl Windows ha| Restore pravious versions
9 windows Me|
Windaws fe| Sane '
Wiindiows Mei Cut
E Windaows fa| c
| opy

Windows Pho
= Windows Upg Delete

. Accessories Renarne

. BEstras and Up

b Gaivies Froperties

. Maintenance
Startup

— = ==
L J -4 ! B s

&= il Cwrthors Ern Revigricn oo e o Bege = ) Tgols =

'Wa recommesd that yeu cicas this ulhp;;l.’.:nm.lu 0 Thin Wt

OEeT———

Itese B et | Pt nted Blesm 001 St |
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Click ‘Certificate Error’ then click ‘View certificates’. For the rest of installation, please go to
section 4.4.

K o & ~ = el
oL (e 5

e | @ L T fi =@ -

Ve aaery o ofd wais gisarmed by Ha I S
LI T N A [T T T

o Fddii P
IFC =S40

ceridic e guihciby AETALOT S ITings

Thij giidserrs ey irmba e d g0
feel pusi o Frimven ey sl yeu e L wris Lanfigeriim [

W i e miad ol peu chaie Uisy
Abng cerheshs sTon

| Woma 1 b il |

[T e LR TR PR i Logull wvmnet | Proiermed Rgos Cin NN -
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4.4 Installing the certificate onto Windows® XP.

Launch Internet Explorer and type “https://printer’s IP address/” into your browser to access
your printer. After this, click ‘view certificate’ then ‘install certificate’.

Certificate

General |Detais Certification Path

Certificate Information

This CA Root certiflicate is not trusted, To enable trust,
install this certificate in the Trusted Root Certitication
Authorities store.

Issuad bo: BRMN4GZIES

Issued by: BRMN3G2555

Yalid from 1112000 bo 8i1/2001

Security Alert El

Infarmaton you exchande wih this site cannat be viewsd o
¥ changed by athers. Howewer, there iz a problem mith be zite'z

zecunty certiizate

& The zecurity certiicate was izsued by 3 company pou have
nct chosen b trust. Yiew the certificate to determing whether
ol wank tofruzt the certifving authaorig,

G The security certiicate date is valid.

The zecunty cerhicate haz a wald name matching the name
of the page you &e tiyhg o wigw,

Do you want to proceed?

ez ] | Mo || “Wim Certificate ]I
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You will be then be presented with the ‘Certificate Import Wizard’. Press ‘next’ to enter.

Cerfifcate mport

Welcome to the Certificate Trmport
Wizard

This wzard hm’.' WOl OOy CTRIsates, Deriicanes st
ists, mnd ceticate revocstion s Fron vour dsh ko s
crrbiir e chars,

& te=tiicale, which & issued by a cerlifcation authoily, i
a worfirmatan af your iderity and conlans nfomaton
wsael 0 profect daba o b sstableh seaune netmork
sonrmeddors. & cortifcate ore ks the sestem arza mhare
cerkRicatas are kapt,

To catinuz, clek lsit

W

[ pext= ¥ coce |

You will now need to specify a location to install the certificate. Brother recommends you
select ‘Place all certificates in the following store’ and clicking ‘browse’

Certificate lmport Wizard

Lerkificate Store
Cerbficate stores ae syctem e where cerbificatec are kept.

indows can subomatically ssleck s certificabs store, or you can specify = ocation for

() Butomaticaly select the certRicate stoes based on the bype of cottFicate

(@H&Eéé’l’ certficates in the Following store: ] ’
Certiricabe store:

|

[ < Back " heat = ]| Cancel
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Then, choose ‘Trusted Root Certificate Authorities and click ‘OK" followed by ‘next’

Select Certificate Store

Select the certificate store you want to use.

[ Raveamal A

I |} Trusted Rook Certification Authorities

] CIRETIsS 1TUsL
] Intermediate Certification Authorities
|1 Active Directory User Object

270 Triated b iblichers
<

"] show pheysical stores ’
e

Certificate Import Wizard

Certificate Store
Certificate shores &g system e where certificates are kept,

‘indowms can subomatically sslect = certificabs store, or oo can specify = location for

() Butomaticaly selec the certficate skoes based on the bype of cortficats

(#iElace al certficates in the Following store

Certificate store:

ﬁrus:au Rusck Cart Fcation dotharitios

MEET

W

[ < Fack |[ el = || Cancel |

On the next screen, simply click ‘finish’. You will then be asked to install the certificate, which

can be done by clicking ‘Yes'.

Each computer wanting to print securely must do the same. However, once it has been
installed, these steps will not need to be repeated unless the certificate changes.

Secure printing will only occur when configured with the Internet Printing Protocol® (IPP) and
not over a standard network installation. To configure IPP, please refer to the network user

guide,

PP is a standard printing protocol used for managing and administering print jobs. It can
be used both locally and globally so anyone in the world can print to the same printer

-10-
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4.5 Configuring IPP onto Windows Vista™

Enter the ‘Add printer Wizard’ and click ‘Add a network, wireless or Bluetooth printer’.

5

(P22

\o) = Add Printer
Choose a local or network printer

2 Add alocal printer

Use this aption only if you don't have a USB prinker, (Windows auteratically
installs USE printers when you plug them in.]

i Add a network, wireless or Bluetooth printer :
H Make sure that your computer s connected o the network, or that your Bluetooth :
orwirslesspnnter sbumned on e

Click, ‘The printer that | want isn’t listed’

@ = Add Printer

Searching for available printers.

% The printer that Lwant isn't listed

[ net ][ Cancel
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Select ‘Select a shared printer by name’ and then enter the following in the URL field:
https://printer’s IP address/ipp (where “printer’s IP address” is the printer’s IP address or the

node name).

Please note:
It is important that you use ‘https://’ and not ‘http://’ otherwise printing over IPP will not be

secure.

@ = Add Printer

Find a printer by name or TCP/IP address

| Browse for a printer
@ Select a shared printer by name
‘https://10.22.23. ipp e

Example: \\computername'printername or
hittp: fcomputername printersprintername /. printer

| &dd a printer using a TCPfIP address or hostname

i Next | Cancel |

The wizard will search for the printer over the network and will either find the drivers or ask
you to select a manufacturer from a list or on a disk. If the driver is on a disk, simply select
browse and select where the driver is located.

The printer driver will install and ask you if you want to make the printer default and if you
want to print a test page. After this, the printer is installed and ready for secure printing.
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4.6 Configuring IPP onto Windows® XP

Enter the ‘Add Printer Wizard’ and select ‘A network printer, or a printer attached to another
computer’.

Add Printer Wizard

Local or Hetwork Printer
The wizard needs to know which type of printer to zet up.

Select the option that describes the printer you wart to uze;

™ Local printer attached to this computer

[™ | Automatically detect and install my Flug and|Play printer

{® i network printer, or a printer attached to another computer

& To set up a network. printer that is not attached to a print zerver,
\l‘) uze the "Local printer option.

< Back I Mewt » I Cancel

Enter the ‘Add printer Wizard’ and select ‘A network printer, or a printer attached to another
computer’. Select Connect to a printer on the Internet or on a home or office network and then
enter the following in the URL field: https://printer’s IP address/ipp. After, click next.

Please note:
It is important that you write https:// and not http:// otherwise printing over IPP will not be

secure.

Add Printer Wizard

Specify a Printer
Il you dor’t know the name or address of the prrker. you can search for a printes
tihal rreels vour Peeds

“Winat printer do wou want Lo connect o
T~ Find a pririter in the divschoy
" Cornveect to thiz printer [or bo browees For a printer, select this option and chick Mesd}

Mame: I
Esxample: \\sarver\prnter
* Corewsct 1o .a pricker an the [ntemel of on & home of office netwark:

URL: [hitps /202 23 7300
Esample: hitp://server/peinters/myprinder/ printer

< Back I Mest » I Cancel
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The wizard will search for the printer over the network and will either find the drivers or ask
you to select a manufacturer from a list or on a disk. If the driver is on a disk, simply select
browse and select where the driver is located.

The printer driver will install and ask you if you want to make the printer default and if you
want to print a test page. After this, the printer is installed and ready for secure printing.

For more detailed instruction for how to use, please refer to the user guide.

5: Technical Overview

Secure Socket Layer (SSL) is a method for protecting data on transport layer sent over a local
or wide area network by using the Internet Printing Protocol (IPP), to prevent unauthorised
users being able to read them.

It achieves this by using authentication protocols in the form of digital keys, of which there is 2:

1. A public key — known by everyone who is printing.
2. A private key — known only by the printer used to decrypt packets and make them
readable again by the printer.

The public key uses either 1024bit encryption and is contained inside a digital certificate,
which must be installed onto the client PC. These certificates can either be self signed or
approved by a Certificate Authority (CA).

First, there are three different keys, Private, Public and Shared.

The Private key, know only to the printer, is associated with the Public key but not contained
within the clients (senders) digital certificate. When the user first established the connection,
the printer will send the Public key with the certificate. The client PC trusts that the Public key
is from the printer with the certificate. The client generates the Shared key, and encodes it
with the Public key, then sends to the printer. The printer encodes the Shared key with the
Private key. Now the printer and client shared the Shared key safely, and established the
safe connection for print data transferring.

The print data is encoded and decoded with the Shared key.

SSL will not stop unauthorised users from accessing packets, however, it will make them un-
readable without the private key, which is not disclosed to anyone apart from the printer.

It can be configured on both wired and wireless networks and will work with other forms of
security such as WPA keys and firewalls, given the appropriate configuration.
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