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1: Basic overview

Job logging offers organisations another effective way to monitor and control their printing
costs. It works by recording information about what each user has printed and copied,
including their identity, the name of their document and its total number of pages.

Individual user printing patterns can then be easily identified and recommendations made to
promote more cost effective and responsible printing.

Also, if users are made aware that every print job they make is recorded, job logging can work
as an effective deterrent against inappropriate or irresponsible printing.
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2: Benefits
Brother’s job logging feature has four major benefits:

1. It offers another excellent way to monitor and control printing costs

2. It can be used to evaluate printing habits at the individual level so that recommendations
can be made to anyone found to be printing inappropriately or irresponsibly

3. It can act as a potential deterrent against inappropriate or irresponsible printing

4. Responsible printing can also be better for the environment

3: Customer scenario

After a recent internal audit the IT administrator at Jevans Telecoms realised that printing
costs were higher than expected. To understand why these costs were so high he wanted to
know what everyone was printing and why.

Brother was at his side all the way during this challenge thanks to their job logging feature.
Over the period of one month all printing activities were recorded and evaluated. The results
showed that many staff members were printing unnecessary items, like long e-mails and large
reports, only to throw them away after being read.

Based on his new understanding of what everyone was printing, the IT administrator was able
to develop guidelines to encourage more responsible printing. This helped Jevans Telecoms

to cut their printing costs by a third.
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4: Viewing job log information

By default job logging is not enabled. To check or learn how to enable it go to chapter 5,
which starts on page 9.

Once enabled, these steps will show you where to find the information that has been logged.
Note that the location of this information will be different depending on whether you are using
a Brother printer or multifunction device.

A simple way of telling which one you have is by looking at the model name. If it begins with
‘HL’ as in ‘HL-5350DN then it is printer. If it starts with either ‘DCP’ or ‘MFC’ then it is a
multifunction device.

4.1: Viewing job log information on Brother printers

The location of the job logging file for printers is inside its internal memory. To find it you must
connect to its internal website (Embedded Web Server). The following instructions show you
how to do this:

Step 1: Open a web browser and type in the ‘IP Address’ or ‘Node Name’ of the Brother
printer you want to retrieve its log information from. lIts internal website (Embedded Web
Server) should load.

Home Page =%« Prister Sercings

brother. View Caafigsratina Admishtratsr Settiags ﬁ
Maistenance Information Reset & Test

HL- 5380DN series Fisd Device Nerwsrk Configuration

Automatic

Web Langeage: [N

Tnstalled Optioas List

Copyright(C) 03 Brother Indusries, Lod. Al Rights Reserved

Step 2: Click ‘Administrator Settings’ from the list of options at the top (menu items will
differ slightly depending on model used).

Home Page “-®|  Printer Settings

View Configuration "-'I Administrator Settings
Maintenance Information Reset & Test

Find Device Network Configuration

Step 3: Enter the devices username and password if prompted to do so.
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Step 4: From the list of yellow coloured options at the top, click ‘View Print Log’.

Log Configuration)] View Print Log

Panel Settings Configure Password | WEB Settings | Ramdisk Size

Display the following () Epable
message on the LCD
Message:

(© Disable

Panel lock O Lock

Printer Password | 100

& Unlock

Step 5: The job logging page will open:

View Job Print Log

View the following items

User name Date
[ Toner Save Mode On/Off [Input Interface
[]Print Pages [ Paper Type

View Format

GHTML OCSV OTXT OCSV(all)

Step 6: Select which parts of the logged data you wish to look at.

View the following items

User name Date
[ Toner Save Mode On/Off []Input Interface
[ Print Pages ClPaper Tvpe

- Username: The users network logon name

- Date: The date and time the print job was sent

- Toner Save Mode On/Off: Did the user enable toner save mode or not?

- Input Interface: This could either be though a network or USB

- Print Pages: Total number of pages printed

- Paper Type: Paper type select in the printer driver (plain, thick, transparencies, other)
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Step 7: Select which file format you want the log to be presented in.

View Format

@HTML OCSV OTXT O CSV(all)

- HTML: Displays the log in a web browser as a web page

- CSV: Saves the log file as a Comma Separated Variable (CSV) file (if you have Microsoft®
Excel, by default CSV files will open in this)

- TXT: Saves the log file as a text file (by default txt files will open in Notepad)

- CSV(all): Saves the log file as a CSV file. This option ignores the log settings you applied
in the previous step and displays everything (username, date, toner save, input device,
printer pages and paper type).

Step 8: Once you are happy with the information requested, click the ‘Submit’ button.

Cancel Submit

Step 9: The webpage will change letting you know that your request for the log file is being
processed.

Report

Loading the log file ...

Request : acknowledged

Step 10: If you selected ‘HTML’ from step 7 shortly afterwards the webpage will change again
showing you the log data (as shown below).

Administrator Settings
View Job Print Log

g Prioa Pages Paper(Plan) | Paper(Thick)  Papen(Transpasencies)  Papen{Obers)

Extend [0
Extend [0
Extend [0

UsE

Test Page

8 Ene_cord_costxls

Job Logging Page 5 Copyright September-09
Brother International Europe



brother

at your side

If you selected either ‘txt’ or ‘csv’ then the Brother printer will present the information into your
requested file type.

Depending on your web browser and its settings this log file may automatically open, be
saved to your computer or ask what you want to do. By default if you are using Microsoft®
Internet Explorer a dialogue box will pop up asking you what you want to do.

File Download X

Do you want to open or save this file?

@ Mame: viewper csv
HL

Type: Microsoft Office Excel 97-2003 Worksheet
From: 10.2,20.42

Open ] [ Save I | Cancel |

Always ask before opening this type of file

harm wour computer. If you da nat tiust the source, da nat open or

l@ While files from the Intemet can be ugeful, some filez can potentially
L
= save thiz file. What's the risk?

Step 11: When opened the log file will look like this:

R - =

Figelsout  F Dats  Revew  View  Dewioper
R S I

SERESF Sl = £ T

10 sob Name ser Mame Dt Toner Save [inout
1 JobLogging _White Paper_ James ueoE S 653 off

ot

an

off

2 of

Paper|Thick| Paper{Transparencies) PaperiOthers)
13 [] (]

L} ]

[
0
[
o
[

*Did you know?

The maximum number of jobs that can be logged is 1,000. When this 1,000 is reached the device
will still keep logging users print jobs. All that will happen is that the first ever job log to be recorded
will be deleted so that the new job can be added to the bottom. This process will keep going until
the log file is deleted. See chapter 5.2, starting on page 9 for information on how to delete the log
file.
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4.2: Viewing job log information on Brother multifunction devices

Unlike printers, where the log file in stored in the devices internal memory, multifunction
devices create and write to a file that is stored externally. This external location could be a file
server on your companies’ network or on a computer that is always switched on.

The following instructions show you how to view a job logging file which is stored in a typical
file server. Its location is ‘\Server1\LogFiles\Printers’.

Step 1: Navigate to the appropriate network location. In the example below it is within the
location of ‘\\Server1\LogFiles\Printers’. If you do not know this location on your network,
ask your IT administrator or the person who managers your companies network.

& print_log

Eile

eBack - \_/I Lﬁ /;_\J Search i Folders v
|

Tame: Size
File and Folder Tasks EMFCoEz0 LKE I

) Make a new folder

@ Publish this folder ko the
Web

Edit Wiew Favorites  Tools  Help

Step 2: Double-click the appropriate log file name. Again, if there are multiple files and you
do not know which one to open ask your IT administrator or the person who manages your
companies’ network. The file will either be a text ‘txt’ or comma separated variable ‘csv’ file.

& print_log

File

@Back b \_/I lﬁ /I__\J Search i Falders v

Address |3 \\Server1\LogFiles\Printers

Edit Wiew Favorites  Tools  Help

Mame Size
File and Folder Tasks LEB I
) Make a new folder
@ Publish this falder ka the
‘Web
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Step 3: The log data will be presented like this (if the selected file format is csv):

i MFC9320 - Microsoft Excel

W= E
2)
Home Insert Page Layout Formulas Data Review View Developer Acrobat

_-j * Calibri
3

= General r fﬂcandmonal Formatting ~ ;“ﬂlnsert' X - ?
=r Z| L

£ |E - o+ | {3 Formatas Table ~ 5% Delete ~ || [§]+ .
- 7 [ A | ™| |[alis8| (5 cel styles - i Format - || 2+ Eft:ff SF
Clipboard ™= Font = Alignment = Mumber [ Styles Cells Editing
i 23 - 5]
A | B | c D | E E | G |l uv |
1 |id Type Job Name User Name Date Time Print Pages  Color Pages
2 1 Print(Network) Procedures James 07/09/2009 11:47:38 1 1
3 2 Print(Network) http: 10.2.22.135 admin Kacey 07/09/2009 11:48:41 4 4
il 3 Print(Network) May_Sales Kacey 07/09/2009 11:43:04 2 1
5 4 Print(USB) Test Page Louise 07/09/2009 12:32:52 1 1
6 5 Print(Network) Test Page Henning 07/09/2009 12:39:35|? ?
7 6 Print(Netwaork) CustomerA Kacey 07/09/2009 12:40:20 4 4
8 | 7 Print{Network) Test Page Henning 07/08/2009 12:39:35|7 ?
9 8 Print{Network) CustomerA James 07/09/2009 2 2
10 8 Copy e Henning 07/09/2009 ? ?
1 9 Copy - James 07/09/2009 1 1

...and this is how the information would look it if were presented as a .txt file and opened in

Notepad.

B\ MFC9320 - Notepad

File Edt Format Yiew Help

Id Type Jokb MWame User name Date Time Print Pages color Pages

1 Print(network) Procedures James 07 /09,2009 11:47:38 1

z Printgietwork) http: 10.2.22.135 admin log_to_net.htm] id scantolog Kacey 07,/09/2009 11:48:41
3 Printnetwark) May_Sales Kacey 07 /09,2009 11:49:04 2 1

4 Print(UsB) Test Page Louise 07,/09/2009 12:32:52 T 1

5 Print(Network) Test Page Henning 07/09/2009 12:39:35 7 7

[ Print(Network) Customers Kacey 07/09/2009 12:40:20 4 4

It will capture and record:

- Type of print: Network print, USB print, USB direct host print, copy or incoming
fax

- Job name: In some cases this will also record the file extension as well so that
you can identify the application it was printed from.

- Username: The users network logon name

- Date & time

- Total pages printed: For colour devices this will both colour and mono pages

- Colour pages: For colour devices this will tell you how many of the total pages
printed were colour

Note that if the file is open, or opened during the time that information is being written to it,
some information may be missing and replaced with question marks. To ensure that this does
not happen, do not open the file for about ten seconds after the last page is printed (this time
may vary depending on the speed of your network).
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5: Configuring job logging

Since the job log file is stored in a different location (depending on whether you are using a
printer or multifunction device), the way you configure them is different too.

This white paper explains how to do both, starting with printers.

5.1: Configuring job logging on Brother printers

Although the screenshots used in this white paper are from a HL-5350DN it can still be used
as a guide to configuring job logging on other supporting Brother devices. The instructions will
not change despite some menu items being slightly different.

Step 1: Job logging is configurable through the devices internal website (Embedded Web
Server). To launch this site open a web browser and type in the ‘IP Address’ or ‘Node
Name’ of the Brother machine you want to apply job logging to. The machines internal
website (embedded web server) should load.

Home Page =%« Prister Sercings

brother. View Caafigsratina Admishtratsr Settiags ﬁ
Maistenance Information Reset & Test

HL- 5380DN series Fisd Device Nerwsrk Configuration

Antomatic ) Lowtion

Refresh

Web Language:

Copyright(C)

Step 2: Click ‘Administrator Settings’ from the list of options at the top (menu items will
differ slightly depending on model used).

Home Page 28| " Printer Settings

View Configuration u-ol Administrator Settings
Maintenance Information Reset & Test

Find Device Network Configuration

Step 3: Enter the devices username and password if prompted to do so.
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Step 4: Click ‘Log configuration’.

Administrator Settings

I L o= Configuration |[View Print Log

Panel Settings Configure Password | WEB Settings | Ramdisk Size

Display the following () Enable
message on the LCD
Message:

(© Disable

Panel lock O Lock

Printer Password | 100

& Unlock

Step 5: The job logging configuration page will open:

Job Print Log Settings O On & Off
[ODelete the log file
Mazximum log file size 300 Jobs : 300 Kbytes v

Step 6: Select ‘On’ to enable your Brother printer to start collecting usage information.
Job Print Log Settings &1 0On O Off

Step 7: Since the log file it saved to the devices memory it cannot go over a specific size
(which you can select in the next step). Once it gets too its maximum it will start to write over
any old data.

You can continue letting it does this or choose to delete the log file and start again. To start
again, place a tick in the ‘Delete the log file’ checkbox.

[1Delete the log file
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Step 8: Since the internal memory of the Brother device is limited, the log file cannot go over
a specific size. You can choose, up to a maximum of 1,000 individual logged print jobs, how
large you want this file to be. Note that when this maximum has been reached the device will
still keep logging users print jobs. All that will happen is that the first ever job log to be
recorded will be deleted so that the new job can be added to the bottom. This process will
keep going until the log file is deleted.

Mazximum log file sizel 300 Jobs : 300 Kbytes |v

400 Jobs - 400 Kbytes
Cancel -Submit 500 Jobs : 500 Kby‘tES
- 600 Jobs : 600 Kbytes
700 Jobs : 700 Kbytes
800 Jobs : 800 Kbytes
1000 Jobs : 1 Mbyte

You can select from:

- 300 jobs: 300 Kilobytes
- 400 jobs: 400 Kilobytes
- 500 jobs: 500 Kilobytes
- 600 jobs: 600 Kilobytes
- 700 jobs: 700 Kilobytes
- 800 jobs: 800 Kilobytes
- 900 jobs: 900 Kilobytes
- 1,000 jobs: 1,000 Kilobytes

Step 9: Once you are happy with your configurations; click the ‘Submit’ button to save them.

[ Cancel H Submit ]

i *Did you know?

If you turn the printer off and then back on again the data within the log file is still retained.
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5.2: Configuring job logging on Brother multifunction devices

Although the screenshots used in this white paper are from an MFC-9320CW it can still be
used as a guide to configuring job logging on other supporting Brother multifunction devices.
The instructions will not change despite some other menu items being slightly different.

Step 1: Job logging is configurable through the devices internal website (Embedded Web
Server). To launch this site open a web browser and type in the ‘IP Address’ or ‘Node
Name’ of the Brother machine you want to apply job logging to. The machines internal
website (embedded web server) should load.

=% . Gemeral Serap

Home Page
brother. Maiatenance laformation Fax Settiags
Lists Repores Capy Settizgs ﬁ
-5
MFG-9320CW Find Device Printer Settings

=/ © Admisistrator Senings USH Direct 1T
Network Coafiguration

Web Language: [N

Installed Oyptions List

Step 2: Click ‘Administrator Settings’ from the menu items at the top.

Home Page “® ' General Setup
Maintenance Information Fax Settings
Lists/Reports Copy Serttings
Find Device Printer Settings
I w®| © Administrator Settings I USB Direct I'F

Network Configuration
Step 3: Enter the devices username and password if prompted to do so.

Step 4: Click ‘Store Print Log to Network’.

Administrator Settings

= Configure Password
® Web Settings
® Secure Function Lock

B FTP/Network Scan Settings

® FTP/Network Scan Profile

I ®  Store Print Log to Network I
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Step 5: The following webpage will load (full instructions for how to configure this will follow):

Store Print Log to Network

Print Log ©O0f COn
Host Address

Store Directory

File Name Vigor3

File Type OTXT @CSV

Authentication Setting
Auth. Method @ Auto  OKerberos  ONTLM2
Username

If the user name is part of domain, please input the username in one of the following stvles.
user@domain
domain'nser

Password
Retvpe Password

Kerheros Server Address

Error Detection Setting
Action () Ignore Log & Print () Cancel Print

Connection Status
Last Log Status -

’Cancel ] [ Submit ]

Step 6: Select ‘'On’. This will enable your Brother multifunction device to start saving
information about what it has printed.

Store Print Log to Network
Print Log O Off
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Step 7: Job logging information will be saved directly to a file on your companies’ network.
This could be a file server or a computer that is always switched on.

In the example below the job logging file will be created then continually written to the
following file server: ‘\Serverl\LogFiles\Printers*'. From this you need to pick out the ‘Host
Address’ and ‘Store Directory’.

In this example the host address would be ‘Serverl’ and the store directory would be
‘LogFiles\Printers’. As you can see the backslashes used at the front and end of both
locations have been removed. This is simply because the Brother multifunction device does
not understand them.

The host address could be the FDQN name, which is used below, or the IP address.

Host Address |Sewer1 |

Store Directory |L-::|gFiIes"-,F'rinters |

Step 8: Decide upon a filename to give your new log file then enter it here.

File Name MFC9320

Step 9: Choose how you want your new log file to be presented. You can select from either a
text ‘txt’ file or comma separated variable ‘csv’ file.

File Type OTHT @CSV

Step 10: Because your Brother multifunction device will accessing your network it needs to be
authorised. This is done by entering a username and password, similar if not the same to
those used to logon to Windows®

Select from either Kerberos or NTLMv2, depending on which authentication method your
network supports. If you do not know which authentication method is being used you can
select ‘Auto’. Auto will try and detect which authentication method is the most suitable (note
that it may take a little longer to authenticate with this selected).

Authentication Setting
Auth. Method ®Amto  OKerberos ONTLMv2

: *Did you know?

! Inmany cases, the ‘Serverl’ part of ‘\Serverl\LogFiles\Printers' is just the node name of the
i computer, or server, where the log file will be created and stored. Alternative names can be used by
i either giving the computer another node name or creating a DNS lookup.

Did you also know that the ‘\\' part of ‘\Server1\LogFiles\Printers’ is a way of telling Windows® that
1 you want to access a file directory, or folder, on a computer. It is similar to using ‘http’ for general
: web traffic or ‘fto’ for FTP traffic.
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Step 11: Enter your username. If it is part of a domain you will need to express it in one of
two ways:

0 user@domain

o domain\user

How does this work? Take the username ‘kacey’ and the domain which it belongs to
‘brother.europe.net’.

0 Using the format ‘user@domain’ it would be expressed as
‘kacey@brother.europe.net’.
0 Using the format ‘user\domain’ it would be expressed as ‘brother\kacey’.

These expressions will depend on both the authentication type (Kerberos or NTLMv2) and the
settings on your server. In most cases, both will be acceptable. However, if you experience
any authentication errors it may be worth changing this as part of your fault finding process.

Username brother\kacey |

Step 12: Enter the password which is associated with the previously entered username.

Password |oouroour |

Retype Password |uuuu |

Step 13: If your network uses a Kerberos server and you selected it in step 10, page 12 you
can either choose to specify its location in here or leave it blank. If you leave it blank the
Brother multifunction device will automatically try and search for it (note that this could result
in a short delay during the authentication process).

Kerberos Server Address |brother.com |

Step 14: Once configured and enabled every time a user prints, copies or when there is an
incoming fax the Brother multifunction device will try and connect with the log file first.

If it cannot connect you can decide here how you want the device to proceed. You can either
let it ignore the log file and just print anyway or cancel the print job. If you decide that you
want it to cancel the users print job, the print job will automatically be deleted from any print
queues. Any additional printing will be ignored until the Brother multifunction device can
successfully re-establish the connection again. Incoming faxes will be stored in the devices
internal memory until the connection is re-established.

Error Detection Setting
Action (Olgnore Log & Print (0 Cancel Print

Job Logging Page 15 Copyright September-09
Brother International Europe



at your side

Step 15: If during the last time a user tried print the connection to the log file could not be
established you will be notified here. Likewise, if the connection was OK you will receive a
‘successful’ message.

Connection Status
Last Log Status -

Step 16: Open you are happy with your configurations; click the ‘Submit’ button to save
them.

[ Cancel ] I Submit

Step 17: The network settings should be saved. If you entered any wrong syntax, such as an
extra backslash on the host address or store directory, your settings may not be saved and
you may have to re-enter.

Store Print Log to Network

Print Log QOf ®O0n
Host Address Serverl

Store Directory LogFiles\Printers
File Name MFC3320

File Type OTXT ®CSV

Authentication Setting
Auth. Method @Auto  OKerberos ONTILMw2
Username kacay

If the user name is part of domain, please input the username in one of the following styles.
user(@ domain
domain'user

Password [y
Retvpe Password sesesnse
Kerheros Server Address brother.com

Error Detection Setting
Action (Olgnore Log & Print (&) Cancel Print

Connection Status
Last Log Status -

’Cancel ] [ Submit ]
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6: Supporting Brother devices

6.1: Mono laser printers

HL5350DN
HL-5370DW
HL-5380DN
HL-5350DNLT

Oo0o0o

6.2: Mono multifunction devices

MFC-8370DN
MFC-8380DN
DCP-8085DN
MFC-8880DN
MFC-8890DW

Oo0o0oo0Oo

6.3: Colour LED multifunction devices

o MFC-9120CN
o MFC-9320CW

Page 17
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